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Introduction 

Technology and SaaS organisations are often viewed as leaders in cybersecurity 

maturity. They typically adopt new technologies quickly, invest heavily in security 

tooling, and demonstrate high awareness of emerging threats. Yet the findings 

from RealVNC's research reveal a more complex picture. 



Despite strong confidence in their security posture and relatively high adoption 

of AI-powered security tools, Technology and SaaS organisations reported one 

of the highest remote access incident rates in the study. Concerns about 

phishing, insider threats, and AI-driven attacks continue to grow, while 

operational complexity and competing priorities make security  

improvements difficult to implement. 



This report explores the unique remote access security challenges facing the 

Technology and SaaS sector, highlighting where confidence, risk, and reality 

diverge. 

Should you want to get a picture of what things look like for other 

industries, feel free to check out our free Emerging Threats in 

Remote Access Security Report and Webinar. 

https://realvnc.com/emergingthreats
https://realvnc.com/emergingthreats


Executive Summary 

RealVNC surveyed 323 IT professionals across seven major industries to 

understand how organisations perceive, experience, and plan to address 

emerging threats in remote access security. Technology and SaaS organisations 

made up the largest share of respondents, and their results stand out as one 

of the study's clearest paradoxes. 



On paper, this is a sector that should be ahead of the curve: strong AI tool 

adoption, high MFA implementation, and broad awareness of the threats it 

faces. In practice, 54% of Technology and SaaS organisations reported a 

remote access incident in the past 24 months. This is a joint-high across 

every industry surveyed, and one that sits alongside a 59% overconfidence-

and-breach rate among respondents who described themselves as very or 

extremely confident in their security. 



The gap is not one of awareness or intent. Technology and SaaS security teams 

know what the threat landscape looks like, and they know what needs to 

change. What consistently gets in the way is operational complexity: 

fragmented tool stacks, competing priorities, and the day-to-day burden of 

managing existing security challenges, which leaves little bandwidth to close the 

gaps that matter most, with Zero Trust chief among them. 



This edition brings together the Technology and SaaS findings from RealVNC's 

Emerging Threats in Remote Access Security report. A closing section then 

looks at how an on-premise approach to remote access can help address 

several of the specific gaps this research identifies. 

In practice, 54% of 

Technology and SaaS 

organisations reported a 

remote access incident in 

the past 24 months

54%
Technology & SaaS organisations reported a  
remote access incident in the past 24 months.



Technology and SaaS: A High-
Incident Sector with a Distinctive 
Threat Profile

Technology and SaaS organisations account for the largest share of respondents and present one of the most striking paradoxes in the 

survey. This is a sector with (at least in theory), high security awareness, significant AI adoption, and strong confidence in current 

controls. Yet, it has a 54% incident rate, a joint-high of any industry. Let's see how respondents in this sector view things. 

Technology and SaaS - Threat Profile
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The threat profile here is distinctive. Phishing leads, at 59%, as 

it does in most sectors. But insider threats (50%) and  

AI-driven cyberattacks (50%) tie as the second most feared 

threats. These are levels significantly higher than in most other 

industries. This reflects the nature of tech organisations: large, 

skilled workforces with broad system access, high rates of 

third-party vendor integration, and a competitive culture that 

can resist friction-inducing security controls. 

The primary drivers cited for the future threat environment are 

AI-driven attacks (25%) and cybercriminal sophistication 

(23%). Together, they're accounting for nearly half of all 

responses. Of those who experienced incidents, 60% involved 

vulnerability exploitation, and 51% resulted in data exposure 

risk. Both are among the highest rates of any industry. 

Migration risks (47%) and vendor security review delays 

(45%) are the sector's dominant operational challenges, 

suggesting that the security team's ambitions are regularly 

outpaced by the complexity of the technology environment 

they are trying to secure. 
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The Confidence Paradox 

In technology and SaaS, the challenge is focus. This sector has genuine security 

capability. It has a high AI adoption, strong awareness, regular auditing. And yet, 

it has a 54% incident rate and a 59% overconfidence-and-breach rate 

among confident respondents. 

59%

of Technology & SaaS respondents who rated 
themselves very or extremely confident still 
experienced a remote access incident

That overconfidence-and-breach rate sits above the survey average. Across all 

industries, 66% of respondents described themselves as very or extremely 

confident in their current security, and of those, 55% had still experienced an 

incident in the past 24 months. Technology and SaaS follows the same broad 

pattern, but more sharply, with a 59% overconfidence-and-breach rate that sits 

among the highest of any sector, despite the sector reporting some of the 

strongest security fundamentals in the survey, including high AI adoption and 

regular auditing. 

Overconfidence and breach rate
Survey-wide vs. Technology & SaaS, percentage of of respondents who rated themselves 


very/extremely confident, but still had an incident in the past 24 months
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Across all industries, 66% of 

respondents described 

themselves as very or 

extremely confident in their 

current security,

Survey-wide
 

Technology & SaaS



The Zero Trust Lag

Technology organisations have the highest MFA implementation rate in the sector analysis. Encryption at rest, at 59%, and audit 

logging, at 54%, are relatively strong. But Zero Trust, the control that 60% cite as a top priority, has been implemented by only 32%. 



For a sector where insider threats and AI-driven attacks are cited by half of all respondents.

The gap between ambition and delivery on  
Zero Trust is the defining security risk.

The primary obstacles are structural rather than financial. 

Migration risks (47%) and vendor security review delays (45%) 

rank above budget (43%) as the dominant challenges. This is a 

sector where the security team's intentions are regularly 

frustrated by the complexity of the environment they are 

working within: fragmented tool stacks, legacy integrations, and 

procurement processes that slow the adoption of newer 

security architectures. 

35% of tech organisations are running four or more tools in 

their remote access workflow, and 52% have deprioritised 

security hardening due to the time spent managing existing 

security challenges. 



This is a compounding problem: the complexity that creates 

gaps also consumes the bandwidth needed to close them. 

60% 32%
VS

cite Zero Trust  
as a top priority

have actually 

implemented it

The Zero Trust lag: intent vs. delivery
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Operational Burden 

52% of Technology and SaaS respondents have deprioritised security 

hardening due to the time spent managing existing remote access security 

challenges, one of the highest rates of any sector, behind only  

education (60%) and ahead of manufacturing (47%). 



Technology respondents identify employee training (64%) and tool 

consolidation (64%) as joint top priorities, with Zero Trust close behind, at 

60%. These are consistent with the sector's high insider threat concern and 

significant tool-sprawl problem. But the obstacles are equally prominent: too 

many competing security priorities (46%), lack of executive or board 

prioritisation (41%), and lack of skilled personnel (40%) all rank above budget 

as barriers. 



This is a sector where the security team's knowledge and ambitions are not in 

question. However, organisational bandwidth and executive alignment are the 

limiting factors. What's peculiar is that technology organisations, which 

generally have stronger security expertise than most industries, are also the 

most likely to see that expertise diluted across too many initiatives with 

insufficient focus. 



For technology organisations, prioritisation matters more than any single tool 

or control. Security teams already know where the gaps are. Closing them 

depends on executive alignment and the discipline to focus on a few things 

instead of everything at once. 

52%

Technology & SaaS organisations have deprioritised 
security hardening due to time spent managing 
existing security challenges



Looking Three Years Ahead 

The survey's forward-looking questions reveal a market that is clear-eyed about 

what needs to change, and equally clear about what is getting in the way. The 

tension between aspiration and reality is visible in every segment, but the 

specific shape of that tension varies significantly by industry and company size. 

Understanding those differences is the starting point for building security 

programmes that are realistic, rather than just ambitious. 



Across the full survey population, improving employee training (66%), 

enhancing compliance readiness (60%), implementing Zero Trust architecture 

(58%), and consolidating remote access tools (57%) are the top four priorities. 

The convergence around these four themes is not coincidental: each 

addresses a different dimension of the same underlying structural problem. 

Training addresses the human attack surface. 
Compliance readiness addresses the governance gap. 
Zero Trust addresses the architecture gap.  
Tool consolidation addresses the complexity  
that makes all three of the others harder to deliver. 



Key Takeaways 

               
             

        

                   
         

                   
               

The next phase of security maturity for Technology and SaaS organisations is not about adding more 
tools, but rather about making existing controls, processes, and investments work more effectively 
together. 

                    
         

“The problem is not knowing what to do. It is in choosing what not to do, and building enough 
executive alignment to actually execute.” 
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On-Premise Remote Access:  
A Practical Next Step 

                     
                   

               

               
                   

                   
                   

                  

                 
  

Lots of Licenses and Endpoints 

          
          

          
          

          
  

           
          

         
          

   

A Staff Member Left, We Need to Tidy Up 
Who Accessed That, and When? 

          
          

       
         

   

          
            

         
       

          
        

       

A Quick Health Check of the Environment 

       
          

        
          

       

Zones, for Segmented Networks 
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