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Introduction 

Manufacturing organisations occupy an unusual position in RealVNC's 

research: a sector with genuine, growing security ambition, sitting on top of 

infrastructure that has not kept pace with the threats it now faces. 



Manufacturing respondents report the second-highest confidence in their 

current security of any industry, and some of the strongest forward-looking 

commitments to employee training, Zero Trust, and compliance readiness in 

the entire survey. Yet 53% of manufacturing organisations reported a 

remote access incident in the past 24 months, and platform upgrades, the 

infrastructure that security controls actually run on, are the most deprioritised 

task of any sector, a gap that matters to IT and infrastructure teams as much as 

security, since the same ageing systems that create security exposure are the 

ones production depends on. 



This report explores the unique remote access security challenges facing the 

manufacturing sector, highlighting where confidence, capability, and capacity 

diverge. 

Should you want to get a picture of what things look like for other 

industries, feel free to check out our free Emerging Threats in 

Remote Access Security Report and Webinar. 

https://realvnc.com/emergingthreats
https://realvnc.com/emergingthreats


Executive Summary 

RealVNC commissioned this survey in Q1 2026. The purpose was simple: to 

understand how IT professionals across industry sectors are perceiving and 

preparing for emerging threats in remote access security. 323 qualified 

respondents, all individuals working in organisations that currently use remote 

access solutions, completed the survey. Manufacturing organisations 

made up 11% of respondents. 



The overconfidence finding is not incidental. It runs through every segment of 

the survey. It's in every role, every industry, every size band, and it points to a 

structural problem in how security posture is assessed. Teams are measuring 

activity, not outcomes. They are counting controls deployed, not testing 

whether those controls actually hold under real-world conditions. 



Manufacturing is falling behind on infrastructure modernisation. In 

Manufacturing, 76% express high confidence in current security, the 

second highest rate of any industry, yet the incident rate is 53%, and 62% of 

confident manufacturing respondents have been breached. Manufacturing 

respondents show the strongest commitment to Zero Trust of any sector not in 

the MSP/IT Services category, with 74% citing it as a top priority, and only 29% 

have implemented it. Platform upgrades are the most deprioritised task at 

56%, the highest of any sector, and manufacturing is the only industry where 

platform modernisation outranks security hardening as the dominant 

operational sacrifice. 



This edition brings together the manufacturing findings from RealVNC's 

Emerging Threats in Remote Access Security report. A closing section then 

looks at how an on-premise approach to remote access can help address 

several of the specific gaps this research identifies. 

Manufacturing respondents 

show the strongest 

commitment to Zero Trust 

of any sector not in the 

MSP/IT Services category

53%
Manufacturing organisations reported a 
remote access incident in the past 24 months.



Manufacturing: Infrastructure 
Debt and Accelerating Exposure

Manufacturing respondents combine a high incident rate (53%) with the most significant platform infrastructure lag of any industry. 

Platform upgrades are the most deprioritised task at 56% (the highest of any sector), and manufacturing is the only industry where 

platform modernisation outranks security hardening as the dominant operational sacrifice. The implication is a sector operating on 

ageing infrastructure in an environment of growing threat sophistication. 
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Ransomware (50%) is a more prominent fear in 

manufacturing than in most other industries, likely reflecting 

the operational consequences of production downtime that a 

successful attack can cause. When experiencing incidents,  

56% involved vulnerability exploitation and 56% involved a 

security breach. That’s the joint highest breach rate of any 

industry alongside retail. Manufacturing's compliance 

landscape is relatively light compared to healthcare or finance; 

ISO 27001 (35%) is the most common standard, with 15% 

reporting no applicable compliance obligations. This may 

contribute to a lower sense of urgency, despite high exposure. 

Manufacturing respondents show the strongest commitment 

to Zero Trust of any sector not in the MSP/IT Services category, 

with 74% citing it as a top priority. Budget (50%) and lack of 

skilled personnel (44%) are the twin obstacles, making this a 

sector that knows what it needs but faces the most significant 

resource constraints in delivering it outside the smallest 

company sizes. 
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The Confidence Paradox 

Across the full survey population, when asked how confident they are that 

their current remote access approach meets their organisation's security 

needs, 66% of respondents described themselves as very or extremely 

confident. Only 10% expressed low confidence. Taken at face value, this 

would suggest a market that is managing its risks effectively. The incident 

data immediately complicates this picture: of respondents who described 

themselves as very or extremely confident, 55% had still experienced a 

remote access incident in the past 24 months. 

Overconfidence and breach rate
Survey-wide vs. Manufacturing, percentage of of respondents who rated themselves 


very/extremely confident, but still had an incident in the past 24 months
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In Manufacturing, 76% express high confidence in current security. It is 

the second highest rate of any industry, yet the incident rate is 53%, and 

62% of confident manufacturing respondents have been breached. The 

sector's comfort with its current posture is not matched by its outcomes. 



Across the survey, this pattern points to a measurement problem more 

than a security problem: teams are measuring activity, not outcomes, 

counting controls deployed rather than testing whether those controls  

hold under real-world conditions. 



Manufacturing: Infrastructure 
Gaps Compound Exposure

Manufacturing's intention gap is shaped by infrastructure debt 

more than any other factor. Platform upgrades have been 

deprioritised by 56% of respondents and security  

hardening by 47%. 



Security controls are being deployed on infrastructure that is 

itself overdue for modernisation. This is a combination that 

amplifies risk. 



Encryption at rest has been implemented by only 29% of 

manufacturing respondents, which is the lowest rate in the 

industry breakdown, and session recording by 26%. Audit 

logging at 38% is also below average. These are foundational 

controls for any organisation subject to regulatory scrutiny or 

operating technology environments where access control 

matters. The combination of a 74% Zero Trust priority 

rating and 29% Zero Trust implementation rate 

represents a gap that is only likely to widen as the threat 

environment evolves. 

Encryption at rest implemented by only 29% — 
the lowest rate in the industry breakdown.

Budget (50%) and lack of skilled personnel (44%) are twin 

obstacles. Manufacturing is a sector that knows what it needs, 

cannot fully fund it, and does not have the people to deliver it 

without additional investment. 
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Operational Burden 

One of the most counterintuitive findings in the entire survey is this:

The effort of managing remote access security 
challenges is actively preventing organisations 
from becoming more secure.

The time and resource devoted to dealing with security problems is 

consuming the bandwidth that could be used to prevent them. 



This is at its worst in Education, where 60% of respondents 

deprioritise security hardening, which is the highest rate of any 

sector. Manufacturing (47%) and technology (52%) also show 

high rates. In each case, the operational drain of managing the 

existing security challenge is consuming the investment that would 

reduce future challenges. 



Across the survey, AI adoption is accelerating, but unevenly:  

39% of respondents are already using AI-powered tools to support 

remote access security monitoring or threat detection. Adoption 

varies significantly by sector, MSPs lead at 51%, followed by 

technology organisations at 47% and manufacturing at 44%, all 

above the survey-wide figure. 



Looking Three Years Ahead 

The survey's forward-looking questions reveal a market that is clear-eyed about what 

needs to change, and equally clear about what is getting in the way. The tension 

between aspiration and reality is visible in every segment, but the specific shape of that 

tension varies significantly by industry and company size. Understanding those 

differences is the starting point for building security programmes that are realistic, 

rather than just ambitious. 



Across the full survey population, improving employee training (66%), enhancing 

compliance readiness (60%), implementing Zero Trust architecture (58%), and 

consolidating remote access tools (57%) are the top four priorities. The convergence 

around these four themes is not coincidental: each addresses a different dimension of 

the same underlying structural problem. Training addresses the human attack surface. 

Compliance readiness addresses the governance gap. Zero Trust addresses the 

architecture gap. Tool consolidation addresses the complexity that makes all three of 

the others harder to deliver. 



Manufacturing shows some of the strongest forward-looking commitments in the 

survey: employee training (76%), Zero Trust (74%), and compliance readiness (68%) 

are all above the cross-industry average. The intent is genuine and urgent. But the 

obstacles are the most constraining of any sector: budget (50%) and lack of skilled 

personnel (44%) rank one and two. 

Manufacturing's combination of high intent and high constraint 
creates a particular risk: organisations that know what they 
need, cannot fully fund it, and cannot find the people  
to deliver it are likely to make partial investments. 

These certainly will create the appearance of progress, but they won’t fully close 

the gaps. Platform upgrades, deprioritised at 56%, are a visible symptom of 

this dynamic. The infrastructure work that would support modern security 

architectures keeps getting pushed behind more immediate demands. 



Key Takeaways 

               
           

        

                  
                 

 

As threats evolve and production environments become more connected, the organisations most 
likely to succeed will be those that treat infrastructure modernisation as a prerequisite for security 
investment, rather than a parallel track.

                 
                   

                 

                    
         

“Manufacturing teams know what they need. The limiting factor is budget, people, and 
infrastructure that has not caught up.”
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On-Premise Remote Access:  
A Practical Next Step 

                
        



               
                    

               
                

                
                

What to Look For in a Manufacturing Remote Access Platform 


Before choosing a platform, it's worth being specific about what to look for: granular access control and network segmentation, a full 

audit trail of who connected to what and when, centralised visibility across sites and devices, straightforward identity and license 

management, and the option to keep it all on-premise. The five capabilities below map directly onto those criteria. 



Below are five specific pain points this report surfaces, and how the RealVNC On-Prem Management Console addresses each one. 


       
        

           
         
           

       
           

  

Lots of Licenses and Endpoints 

       
         

        
           

          
           

    

Who Accessed That, and When? 

          
            

         
        

            
         

        
       

A Staff Member Left, We Need to Tidy Up 

        
        

          
          

        
        

         

A Quick Health Check of the Environment 

       
           

         
          

         
         

     

Zones, for Segmented Networks 
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